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江苏正信信息安全测试有限公司
2025年05月30日

[bookmark: _Toc129250112]
[bookmark: _Toc89156260]验证综述
[bookmark: _Toc89156261][bookmark: OLE_LINK10][bookmark: OLE_LINK11][bookmark: OLE_LINK12]目标信息
漏洞来源IP地址段/域名： 
	目标
	备注

	https://tj.rgph.cn:10000/
	

	https://tj.rgph.cn:10200/
	


[bookmark: _Toc101540111][bookmark: _Toc168738358][bookmark: _Toc89156262]已发现漏洞类型
	高危漏洞
	1.如皋市人民医院-如皋市人民医院健康管理中心-越权查看他人报告 
2.如皋市人民医院-如皋市人民医院健康管理中心-越权查看他人报告详细信息 
3.如皋市人民医院-如皋市人民医院健康管理中心-逻辑缺陷漏洞 
4.如皋市人民医院-如皋市人民医院健康管理中心-越权查看个人信息 
5.如皋市人民医院-如皋市人民医院健康管理中心-登录验证码爆破导致任意用户登录 
6.如皋市人民医院-如皋市人民医院健康管理中心-未授权访问 
7.如皋市人民医院-如皋市人民医院健康管理中心-越权查看他人订单 
8.如皋市人民医院-如皋市人民医院健康管理中心-Swagger api接口泄露

	中危漏洞
	无

	低危漏洞、信息泄露
	无

	测试项
	无




测试遗留问题
渗透测试过程中未遗留任何威胁信息，未在目标系统遗留任何文件（如木马、后门）。


[bookmark: _Toc89156263]验证结果详情
如皋市人民医院-如皋市人民医院健康管理中心-越权查看他人报告
漏洞类型：访问控制缺陷
漏洞评级：高
漏洞地址：
https://tj.rgph.cn:10000/api_hub/check/report/customer-report-list?customerIdentificationNum=320111198210101244=ntsrgrmyy01
漏洞详情：
[image: ]

[image: ]
[image: ]
[image: ]
[image: ]
造成的危害：
垂直越权漏洞会导致低权限用户用来执行高权限用户的功能，获取高权限用户的账号信息，执行高权限用户的操作功能。
修复建议：
1. 设置目录访问权限。
    2. 日常开发中要多留意业务逻辑可能出现的漏洞和水平权限漏洞或者其它未发现的漏洞。
    3. 鉴权，服务端对请求的数据和当前用户身份做校验;完善基础安全架构，完善用户权限体系。
    4. 通过修改配置文件，禁止中间件（如IIS、apache、tomcat）的文件目录索引功能。
    5. 对于后台接口，确保所有 API 接口先经过登录控制器。
    6. 在验证用户身份权限前不进行任何数据的交互。
    7. 严格校验当前用户操作与当前登录用户身份权限是否匹配。


如皋市人民医院-如皋市人民医院健康管理中心-越权查看他人报告详细信息
漏洞类型：访问控制缺陷
漏洞评级：高
漏洞地址：
https://tj.rgph.cn:10000/api_hub/check/report/customer-report?reportid=xeuh1k5pc4qo
漏洞详情：
[image: ]
遍历reportid值，通过如皋市人民医院-如皋市人民医院健康管理中心-越权查看他人报告得到
[image: ]
[image: ]
[image: ]
造成的危害：
垂直越权漏洞会导致低权限用户用来执行高权限用户的功能，获取高权限用户的账号信息，执行高权限用户的操作功能。
修复建议：
1. 设置目录访问权限。
    2. 日常开发中要多留意业务逻辑可能出现的漏洞和水平权限漏洞或者其它未发现的漏洞。
    3. 鉴权，服务端对请求的数据和当前用户身份做校验;完善基础安全架构，完善用户权限体系。
    4. 通过修改配置文件，禁止中间件（如IIS、apache、tomcat）的文件目录索引功能。
    5. 对于后台接口，确保所有 API 接口先经过登录控制器。
    6. 在验证用户身份权限前不进行任何数据的交互。
    7. 严格校验当前用户操作与当前登录用户身份权限是否匹配。


如皋市人民医院-如皋市人民医院健康管理中心-逻辑缺陷漏洞
漏洞类型：信息泄露
漏洞评级：高
漏洞地址：
https://tj.rgph.cn:10000/api_hub/appoint/account/customer-info?customerId=
漏洞详情：
使用自己账号登录直接使用该接口信息不跟customerId值可出信息
[image: ]
造成的危害：
恶意分子通过批量查询用户信息，导致用户 xxxx 信息泄漏，可以对用户实施钓鱼、诈骗等。甚至用于黑产。
修复建议：
1. 对查询请求做好检查和限制。


如皋市人民医院-如皋市人民医院健康管理中心-越权查看个人信息
漏洞类型：访问控制缺陷
漏洞评级：高
漏洞地址：
https://tj.rgph.cn:10000/api_hub/appoint/account/customer-info?customerId=
漏洞详情：
[image: ]
遍历customerId值
[image: ][image: ]
造成的危害：
垂直越权漏洞会导致低权限用户用来执行高权限用户的功能，获取高权限用户的账号信息，执行高权限用户的操作功能。
修复建议：
1. 设置目录访问权限。
    2. 日常开发中要多留意业务逻辑可能出现的漏洞和水平权限漏洞或者其它未发现的漏洞。
    3. 鉴权，服务端对请求的数据和当前用户身份做校验;完善基础安全架构，完善用户权限体系。
    4. 通过修改配置文件，禁止中间件（如IIS、apache、tomcat）的文件目录索引功能。
    5. 对于后台接口，确保所有 API 接口先经过登录控制器。
    6. 在验证用户身份权限前不进行任何数据的交互。
    7. 严格校验当前用户操作与当前登录用户身份权限是否匹配。


如皋市人民医院-如皋市人民医院健康管理中心-登录验证码爆破导致任意用户登录
漏洞类型：参数控制缺陷
漏洞评级：高
漏洞地址：
https://tj.rgph.cn:10000/api_hub/appoint/account/phone-login
漏洞详情：
[image: ]
[image: ]
[image: ]
造成的危害：
攻击者可以重复 post 请求，针对某手机号进行短信轰炸。
修复建议：
1. 将短信验证码时间限制判断放在后端进行。
    2. 同一手机号，60秒内不能重复发送，24小时内总共发送不超过5次。
    3. 加上 IP 限制，例如某 IP 一小时内连续登录发送 3 次，6 个小时内禁止该 ip 发送。


如皋市人民医院-如皋市人民医院健康管理中心-未授权访问
漏洞类型：访问控制缺陷
漏洞评级：高
漏洞地址：
https://tj.rgph.cn:10000/api_hub/appoint/account/customer-info?customerId=x4tnksv12dxc
漏洞详情：
将Authorization删除也可以查看
[image: ]
造成的危害：
攻击者可在没有认证的情况下直接操作对应的 API 接口，可直接被非法增删改次数据。且因为攻击是在未认证下进行的，所以后续无法通过定位用户进行异常排查。
修复建议：
1. 日常开发中要多留意业务逻辑可能出现的漏洞和水平权限漏洞或者其它未发现的漏洞。
    2. 鉴权，服务端对请求的数据和当前用户身份做校验;完善基础安全架构，完善用户权限体系。
    3. 对于后台接口，确保所有 API 接口先经过登录控制器。
    4. 在验证用户身份权限前不进行任何数据的交互。


如皋市人民医院-如皋市人民医院健康管理中心-越权查看他人订单
漏洞类型：访问控制缺陷
漏洞评级：高
漏洞地址：
https://tj.rgph.cn:10000/api_hub/appoint/appoint/customer-order-list
漏洞详情：
[image: ]
[image: ]
[image: ]
造成的危害：
垂直越权漏洞会导致低权限用户用来执行高权限用户的功能，获取高权限用户的账号信息，执行高权限用户的操作功能。
修复建议：
1. 设置目录访问权限。
    2. 日常开发中要多留意业务逻辑可能出现的漏洞和水平权限漏洞或者其它未发现的漏洞。
    3. 鉴权，服务端对请求的数据和当前用户身份做校验;完善基础安全架构，完善用户权限体系。
    4. 通过修改配置文件，禁止中间件（如IIS、apache、tomcat）的文件目录索引功能。
    5. 对于后台接口，确保所有 API 接口先经过登录控制器。
    6. 在验证用户身份权限前不进行任何数据的交互。
    7. 严格校验当前用户操作与当前登录用户身份权限是否匹配。


[bookmark: _Toc205636857][bookmark: OLE_LINK5][bookmark: OLE_LINK6]如皋市人民医院-如皋市人民医院健康管理中心-Swagger api接口泄露
漏洞类型：信息泄露
漏洞评级：高
漏洞地址：
[bookmark: _Hlk189840344]https://tj.rgph.cn:10200/apidoc/v6peis_staticfiles.json
漏洞详情：
[image: ]
造成的危害：
攻击者可在没有认证的情况下直接操作对应的 API 接口，可直接被非法增删改查数据。且因为攻击是在未认证下进行的，所以后续无法通过定位用户进行异常排查。
修复建议：
1. 对该页面加上授权访问检查。
    2. 鉴权，服务端对请求的数据和当前用户身份做校验;完善基础安全架构，完善用户权限体系。
    3. 对于后台接口，确保所有 API 接口先经过登录控制器。
    4. 在验证用户身份权限前不进行任何数据的交互。


[bookmark: _Toc89156268][bookmark: _Toc17366947][bookmark: _Toc514404670]安全控制建议
0. [bookmark: _Toc89156269]应用控制建议
1. 对网站的开发人员进行安全编码方面的培训，在开发过程避免漏洞的引入能起到事半功倍的效果。
2. 建议网络管理员、系统管理员、安全管理员关注安全信息、安全动态及最新的严重漏洞，特别是影响到Web站点所使用的系统和软件的漏洞，应该在事前设计好应对规划，一旦发现系统受漏洞影响及时采取措施。

0. [bookmark: _Toc17366948][bookmark: _Toc89156270]主机控制建议
1. 建议网络管理员、系统管理员、安全管理员关注安全信息、安全动态及最新的严重漏洞。
1. 由于其他原因不能及时安装补丁的系统，考虑在网络边界、路由器、防火墙上设置严格的访问控制策略，以保证网络的动态安全。

0. [bookmark: _Toc89156271]认证控制建议
1. [bookmark: _Hlk190071475]对于存在弱口令的系统，需在加强使用者安全意识的前提下，督促其修改密码，或者使用策略来强制限制密码长度和复杂性。
2. 对于存在弱口令或是空口令的服务，在一些关键服务上，应加强口令强度，同时需使用加密传输方式，对于一些可关闭的服务来说，建议关闭该服务以达到安全目的，或者限制为指定范围内 IP 访问。
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Burp Project Intruder Repeater View Help Burp Suite Professional v2025.1 - Temporary Project - licensed to h3110w0r1d - x
Dashboard  Target Proxy Intruder Collaborator  Repeater ~ Sequencer  Decoder Logger  Extensions Learn  HaE 0 search {§} Settings

1 2x 3x 4x 5x 6x Tx 8x 9x 10x 11x 12x 13x 14x 15x 16x 17x 18x 19x 20x 21x 2x + 0O}

B | 2e | B | &= | e | B | D= | e | 8- | 2e

B & cancel Target: https://tj.rgph.cn:10000 /2 HTTP/1 (2)
d==

o
=3
Request Response _
Pretty Raw Hex Markinfo I \n = Pretty Raw Hex Render  Markinfo = g
1 GET /api_hub/check/report/customer—report?reportid=xeuhlk5pcdqo HTTP/1.1 T "statusCode" : 200, 2
2 Host: tj. rgph. on:10000 “data”: [ <)
3 Username: %E5%A4%96%E7%BD%91%E9%A2%84%E7%BA%AG "taskld": "xet||8qunkzk", -
4 Userid: WWYY "customer Id": "
5 Xweb_xhr: 1 "customerName" .
6 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, Iike "customer IdentificationNumber":"320111198210101244", @
Gecko) Chrome/126.0.0.0 Safari/537.36 MicroMessenger/7.0. 20. 1781 (0x6700143B) "customerTele": "15962976689",
NetType/WIFI MiniProgramEnv/Windows WindowsWechat/WMPF "customer TypeName" :nul |, g
WindowsWechat (0x63090c33) XWEB/ 13639 "customerBirthday":"1982-10-10 00:00:00", o
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E3NDgz0Tk3MDgs Im5iZi | 6MTcOODM50TcwOCwi ZXhw | joxODAwM jM5NZA4LCIpc3Mi0i JkZXpoZWS0ZWNo I iwiY "insititutionOrderName":"F%& A&",
XVk | joiZGVéaGVudGV jaCJ9. mYpBdWVGFRThLQ5 Ip | 6XHixTPbMCt_ I fNK2x2 jJiEP| "orderPackagesNames" : "2 RIFH—ARIEE ",
8 Organizationid: ntsrgrmyy01 "reportTime": "2025-01-09 14:36:30",
9 Content-Type: application/json "reportPath”:
10 Accept: */* "upload/2025/01/09/Report/M4I4§_25010910023_0_4397797319656017920-report—fil
11 Sec-Fetch-Site: cross-site e.pdf”,
12 Sec-Fetch-Mode: cors "reportStatus”: 11,
13 Sec-Fetch-Dest: empty “customerSex":"2",
14 Referer: https://servicewechat. com/wx62b038e0a094fcde/16/page—frame. html "organizationld": "ntsrgrmyy01",
15 Accept—Encoding: gzip, deflate, br "orderDate":null,
16 Accept-Language: zh-CN, zh;q=0.9 "customerAge":"42%",
@{é} & ||| |Search O 0 highlights @@ & ||| |Search O 0 highlights
Done 971 bytes | 252 millis

Event log (33)°  Allissues (247)° @® Memory: 633.9MB
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2 Host: tj.rgph.cn:10000 "data”: { o
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4 Userid: WWYY "customer | "x4nfkitszzsw",
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WindowsWechat (0x63090c33) XWEB/ 13639 "customerBirthday 991-08-16 00:00:00", 9'-
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8 Organizationid: ntsrgrmyy01

9 Content-Type: application/json

10 Accept: */*

11 Sec-Fetch-Site: cross-site

12 Sec-Fetch-Mode: cors

13 Sec-Fetch-Dest: empty

14 Referer: https://servicewechat. com/wx62b038e0a094fcde/16/page—frame. html

15 Accept—Encoding: gzip, deflate, br

16 Accept-Language: zh-CN, zh;q=0.9

@{@} & ||| |Search

Done

Event log (33)°  Allissues (247)°

"verifyCode":null,
"customer IdentificationType":"1"
"customer IdentificationNum'
"customer IdentificationPhoto":
"customerSource”:"0",
"customerAddress”
"customerOccupation”:
"createdOrganizationld": "ntsrgrm
"customer IdentificationTypeName": "
"customerSexName": "5 ",
"customerMarr iageConditionName

“customerEthnicName” : " A AHIRIK"

O 0 highlights @{é} & ||| |Search

O 0 highlights

928 bytes | 1,980 millis

@® Memory: 666.4MB




image12.png
FEOAR
15833887405

© ==

8 =5+F

A





image13.png
Burp Project Intruder Repeater View Help

Dashboard ~ Target  Proxy Intruder  Collaborator = Repeater  Sequencer
M Group1 32 > 33x +

m & Cancel |<|¥

Request

Pretty Raw Hex Markinfo =

GET /api_hub/appoint/account/customer—info?customer |d=x7kvba0l8xds HTTP/1.1
Host: tj. rgph. cn:10000
Username: %E5%A4%96%E7%BD%91%EI%A2%BAXE7%BA%AS
Userid: WWYY
Xweb_xhr: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
Gecko) Chrome/126.0.0.0 Safari/537.36 MicroMessenger/7.0.20. 1781 (0x6700143B)
NetType/WIF| MiniProgramEnv/Windows WindowsWechat/WMPF
WindowsWechat (0x63090c33) XWEB/13639
7 Authorization:
eyJhbGei0iJIUzIINi IsInR5cC161kpXVCJ9. eyJDXNOb211c|d4SWQi0i J4c2x1d jV10Thvb3cilCJpYXQiO ]
E3NDgzO0Tk3MDgs Im5iZi | 6MTcOODM50TcwOCw i ZXhw | joxODAwM jMSNZA4LCJpc3Mi0i JkZXpoZW50ZWNo | iwiY
XVk| joiZGV6aGVudGV jaCJ9. mYpBdWVGFR1hLQS5 Ip | 6XHixTPbMCt_| fNK2x2 jJiEP|
8 Organizationid: ntsrgrmyy01
9 Content-Type: application/json

oo R wN =

like

10 Accept: */*

11 Sec-Fetch-Site: cross-site

12 Sec-Fetch-Mode: cors

13 Sec—Fetch-Dest: empty

14 Referer: https://servicewechat. com/wx62b038e0a094fcde/16/page—frame. html
15 Accept—Encoding: gzip, deflate, br

16 Accept-Language: zh-CN, zh;g=0.9

17 Priority: u=1, i

18 Gonnection:. keepralive

@{é} & ||| |Search O 0 highlights
Done

Event log (33)°  Allissues (247)°

Burp Suite Professional v2025.1 - Temporary Project - licensed to h3110wO0r1d - X

Decoder  Logger  Extensions Learn  HaE 0 search {§} Settings
P
Target: https://ti.rgph.cn:10000 /2 HTTP/1 (2)
== o
3
Response
Pretty Raw Hex Render  Markinfo \n = g
"statusCode":200, 2
“"data": { S
"customer Id": " =
"customerName"
"customerNamePy"
“customorSex": B
"customerMarr i ageCond ition":
"customerEthnic” Z
"customerBirthday": 987—02—11 00:00:00", ot
"customerTele": "14751417725", ©
"verifyCode":null,
"customer IdentificationTyp "1,
"customer IdentificationNum":"320623198702116648",
"customer IdentificationPhoto":
"/upl0ad/2024/10/ZB/Gustumer/|mg/320623198702116648 png",
"customerSource”
“customerAddres: HEMFRENAHRBRIF +=E75",
"customerOccupation”:null,
"createdOrganizationld": "ntsrgrm
"customer IdentificationTypeName"
"customerSexName": "% "
"customerMarr i ageCol
"customerEthnicName
I8
@{(:)} & ||| |Search O 0 highlights

1,023 bytes | 64 millis
® Memory: 701.1MB




image14.jpg
Burp Project Intruder Repeater View Help Burp Suite Professional v2025.1 - Temporary Project - licensed to h3110w0r1d - x

Dashboard ~ Target  Proxy Intruder  Collaborator  Repeater  Sequencer  Decoder Logger Extensions Learn  HaE 0 search {§} Settings
1x 2 = 3 x 4 x 5 x 6 x 7 = 8 x 9 x 10 = 11 = 12 x 13 x 14 = + Jo i
BB S cancel (< Target: https://tj.rgph.cn:10000 £ HTTP/1 (3)
=lm o
3
Request Response
Pretty Raw Hex Markinfo \n = Pretty Raw Hex Render Markinfo \n = g
1 GET /apiihub/appuint/account/customer—info’?customer|d=x4tnksv12dxc| HTTP/1.1 7 Content-Length: 729 2
2 Host: tj.rgph.cn:10000 8 3
3 Username: %E5%A4%96%E7%BD%91%E9%A2%84%E7%BA%AG 9 1 =
4 Userid: WWYY "statusCode":200,
5 Xweb_xhr: 1 "data”: {
6 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, Iike "customer Id": " @
Gecko) Chrome/126.0.0.0 Safari/537.36 MicroMessenger/7.0. 20. 1781 (0x6700143B) "customerName
NetType/WIFI MiniProgramEnv/Windows WindowsWechat/WMPF "customerNamePy" g
WindowsWechat (0x63090c33) XWEB/ 13639 "customerSex":"2", =
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{"$ref”: “#/ conponents/ schenas/ReqParseExcel”}}, application/++json": {"schema”: {"$ref”: “#/conponents/ schemas/ReqParseExcel’}}, “text/plain’: ["schema’: {"$ref”: "#/conponents/ schemas/ReqParsefxcel’}}}}, “responses™: {"200": ["description”:"Success”, "content”: ["text/plain”
{"schena’: {"$ref”: “#/ conponents/ schenas/RESTEulResult_JObject’}}, *application/json’: {"schema’: {"$ref”: “#/conponents/ schenas/RESTfulResult_JObject’}}, “text/json’: {*schema’: {"$ref”: "#/conponents/schenas/RESTEulResult_JObject’}11111}, "/api/static-file/upload-basefd-file”
{"post”: ["tags™: ["static-file"], “operationld": "api-static-file-upload-basefd~file-Post”, “requestBody”: ["content”: [*application/json-patchtison’: {"schema’: ["$ref”: "#/conponents/ schemas/ReqBase64File’}}, “application/son’: {"schena”

{"$ref”: “#/conponents/ schenas/ReqBase64File’}}, “text/json": ["schema”: ["$ref”: “#/conponents/ schenas/ReqBase6dFile"}}, “application/*+ison’: ["schema”: {"$ref”:"#/conponents/ schemas/ReqBase64File’}}, “text/plain’: {"schema”

{"$ref”: “#/conponents/ schenas/ReqBase64File’}}}}, “responses”: {*200": {"description’: *Success”, “content”: {"text/plain’: ["schema’: {"$ref”: #/conponents/ schenas/RESTfulResult_List_String”}},”application/json’: {"schema”

{"$ref”: “#/conponents/ schenas/RESTfulResult_List_String”}}, “text/json’: {"schema”: {"$ref”: "#/conponents/ schemas/RESTfulResult_List_String’}}}}}}},"/api/static-file/test-func’: ['post’: "tags’: [static-file’], "operationld’: "api-static-file-test-func-Post”, "requestBody”
{"content”: [*application/json-patchtison’: {"schema”: {"$ref”: “#/components/schenas/ReqBase64File’}}, “application/json’: {"schema’: ["$ref”: "#/conponents/ schenas/ReqBase6dFile’}}, “text/json’: {"schema’ {"$ref”: “#/conponents/ schemas/ReqBase6dFile’}}, “application/*+json”
{"schena”: {"$ref”: “#/conponents/ schenas/ReqBase64File"}}, “text/plain’: {"schema’: {"$ref”: “#/conponents/ schenas/ReaBase64File"} 11}, “responses™: {*200": ["description’: “Success”}}}}, */api/static-file/check-url”: "post”: {"tags": ["static-file’], “operationld": "api-static-file-
check-url-Post”, “responses™: {*200": {*description”: "Success”, “content”: {"text/plain’: {"schema’: ["type”: "integer”, “fornat”: *int32"}}, “application/json’: ["schema’: ["type”: "integer”, "fornat’: *int32"}}, “text/json’: {"schema”

{"type’: “integer’, "fornat’: *int32" 111111}, "/api/static-file/url”: "post’: ("tags": ["static-file’], "operationld’: "api-static-file-url-Past’, requestBody’: {"content’: {'multipart/forn-data’: {"schema’: {"type” "cbject’, "properties’: {"UserNane”: {"type”:"string"}, "Passvord’
{type”: “string”}}}, "encoding”: {"Userlane”: {"style”: “forn’}, "Password”: {"style”: “forn"}}}}}, "responses™: {*200": {"description’: "Success”, "content”: {"text/plain’: ["schema”: ["type”:”integer”, “fornat”:"int32"}}, "application/json’: {"schema”

{"type”: “integer”, “fornat”: *int32"}}, “text/json’: {"schema”: {"type”: "integer”, "fornat”: *int32"}}}}}}}, "/api/static-file/upload-basedd-render-file”: {"post’: ["tags": ["static-file’], “operationld’: "api-static-file-upload-basedd-render-file-Post”, " requestBody”: {"content”
{*nultipart/forn-data’: {*schena’: [“type”: “object”, “properties’: {*AddtionPath’: [“type”: “string’}, "Content”: [“type’:"array’, "itens’: ["type”: "string”, “fornat’: "binary’}}, "OrderId": ["type”: "string"}, "OrderNo": "type”:"string"}, "CreatedBy": ["type”: "string"}, "CustonerNane”
{"type”: “string’}, “ConvertExpr”: {"type”: “string”}}}, "encoding”: ["AddtionPath’: {"style”: "forn’}, “Content”: ["style”: "forn’}, "OrderTd’: ["style”: “forn’}, "Orderllo”: {"style”: "forn’}, “CreatedBy”: ["style”: “forn’}, "Custonerlane”: {"style”: “forn’}, "ConvertExpr”

{"style”: “forn}}}}}, “responses™: {*200": {"description”: "Success”, “content”: {"text/plain’: {"schema”: {"$ref”: “#/ conponents/ schemas/RESTfulResult_List_String”}}, "application/json’: {"schema’: {"$ref”: "#/components/schemas/RESTfulResult_List String”}}, “text/json’: {"schema”
{"$ref”: “#/ conponents/ schenas/RESTEulResult_List_String’}11111},"/api/static-file/inage-basefid-forn-code-string’: {'post’: {"tags’: [ static-file’], "operationld’: "api-static-file-inage-basefid-forn-code-string-Past’, " requestBody’: {"content’: {"application/json-patchtison”
{"schena®: {"type”: “string’}}, "application/json’: {"schena’: {"type”: "string”}}, “text/json": {"schema’: {"type”: "string"}}, “application/*+json’: {"schema’: {"type”:"string’}}, “text/plain’: ["schema’: ["type”: "string”}}}}, "responses”: [*200": {"description”:"Success”, *content”
{"text/plain’: {"schena’: {"$ref”: “#/conponents/ schenas/RESTfulResult_String”}},“application/json’: {"schema”: {"$ref”: “#/components/schenas/RESTfulResult_String”}}, “text/json’: {*schema’: ["$ref”: "#/conponents/schenas/RESTfulResult_String”}}}111},"/api/static-file/remove-
file”: "post”: {"tags”: [static-file"], “operationld’: "api-static-file-remove-file-Post”, requestBody”: {"content”: {"application/json-patchtison’: {"schema’: {"type”:"array”, "items’: {"type”:"string’}}}, “application/json’: ["schema’: ["type’:"array”, "itens”

{type”: “string”}}}, “text/json": {"schena’: {"type”: "array”, itens”: "type”: "string’}}}, “application/*+ison’: {"schema’: {"type”: “array’,"items”: ["type”:"string’}}}, “text/plain’: ["schema’: ["type”:"array’, "itens’: "type”:"string”}}}}}, "responses”: {*200"

{"description’: "Success”, “content”: {"text/plain’: {"schena’: {"$ref”: "#/conponents/ schenas/RESTfulResult_Boolean'}},”application/json’: {"schema’: ["$ref”: "#/conponents/ schemas/RESTfulResult_Boolean'}}, “text/json’: {"schema”

{"$ref”: “#/ conponents/ schenas/RESTfulResult_Boolean'}}}111}, */api/logo/main-logo™: ["get”: {"tags": ['logo"], “operationld”: "api-logo-nain-logo-Get", “responses™: {*200": {"description”: "Success"}}}}, "/api/logo/organization-logo”: {"get”: {"tags": ["logo"], "operationld”: "api-logo-
organization-logo-Get”, “parancters”: [{"nane”: “organizationid’,"in": "query”, ”schema’: ["type”: "string’}}], "responses”: {*200": {"description”: "Success’}}}}, "/api/logo/upload-nain-logo”: {"post”: {"tags": ["logo"], "operationld’: ~api-logo-upload-nain-logo-Post”, requestBody”
{"content”: {*multipart/forn-data”: {"schena”: ["type”: “object”, “properties’: ["file”: {"type’:"string”, "fornat”: “binary’}}}, "encoding”: {"file’: {"style": “forn’}}}}}, "responses”: {*200": {"description’: "Success”, "content”: {"text/plain’: {"schena”

{"$ref”: “#/conponents/ schenas/RESTfulResult_String”}}, “application/json’: {"schema’: {"$ref”: #/components/ schemas/RESTfulResult_String”}}, “text/json": {"schema’: {"$ref”: "#/conponents/ schemas/RESTfulResult_String”}}}}}}}, "/api/1ogo/upload-organization-logo/ {organizationid} "
{"post”: ["tags": ['logo"], "operationld": *api-logo-upload-organization-logo-organizationid-Post”, “paraneters”: [ ["nane”: “organizationid’, "in": "path”, "required’: true, "schema’: ["type”: "string"}}], "requestBody”: {"content”: {"multipart/forn-data’: {"schena”

{"type”: “object”, “properties”: {"file”: {"type”: *string”, “fornat’: “binary’}}}, “encoding”: ["file”: [*style”: "forn}}}}}, "responses™: {*200": {"description”:"Success”, "content”: {"text/plain’: {"schena”: {"$ref”: "#/conponents/ schemas/RESTfulResult_String”}}, "application/json”
{"schena”: {*$ref”: *#/conponents/ schenas/RESTfulResult_String”}}, “text/json’: {"schema’: {"$ref”: #/components/ schenas/RESTfulResult_String”}}}}}1}}, "components™: {"schemas”: {"ExcelColumn’: {"type”: "object”, “properties”: {"columkey”

{"type”: “string”, “nullable’: true}, “columValue’: {"type”: “string”, “nullable”: true}, columllapTos™: {"type”: “array”, items": {$ref”: "#/conponents/ schemas/ExcelColumllapInfo’}, “nullable” : true}}, “additionalProperties”: false} , “ExcelColumllapInfo’: {"type”:"object”, "properties”
{"napTollane”: {*type”: “string”, “nullable’: true}, “napRule’: {"type’: "array”, "items”: {"$ref”: “#/conponents/schemas/ExcelColunnllapRule”}, “nullable” :true}}, "additionalProperties”: false} , “ExcelColumllapRule”: {"type”: ~object”, “properties”: {"required”

{"type”: “boolean’, “nullable”: true}, “tryGethge”: {"type”: “boolean’, “nullable’: true}, “tryGetSex”: {"type”: “boolean’, “nullable”: true}, “tryGetBirthday”: ["type”: “boolean”, “nullable”: true}, “fakeTdCardiiun’: {"type”: “boolean”, “nullable”: true} , “napTollevFieldiane”

{"type’: “string’, “nullable’: true}, "colunnValueConficList’: {"type’: "array’,"items’: {*$ref”: "#/conponents/schemas/ExcelColunnValueConfig’}, “nullable’ truel}, “additionalProperties’: false}, "ExcelColunnValueConfig’: {"type’: "cbject”, “properties’: {"dataText”

{"type”: “string”, “nullable’  true}, "dataKey": {"type”:“string”, “nullable’  true}, “approxinateValues’: ["type”: “array”, "items’: "type”: “string’}, “nullable”:true}}, "additionalProperties”:false}, "ExcelParseDetail”: {"type”:object”, “properties”: {"fileld"

{"type”: “string”, “nullable’  true}, “filePath’: {"type”: “string”, “nullable’: true}, "filellane”: {"type”: "string”, “nullable”: true}, "fileSheet”: {"$ref”: "#/components/schemas/ExcelSheet’}}, “additionalProperties”:false}, “ExcelSheet”: ["type”:"object”, “properties”: ["sheetlane”
{“type”: “string”, “nullable’  true}, "rowStartIndex’: ["type”: “integer”, "fornat’: *int32"}, "columns’: {"type”: “array”, "items”: {"$ref”: "#/components/ schemas/ExcelColumn’}, “nullable”: true}}, “additionalProperties”: false}, "TDCardInfo’: {"type”: “object”, “properties’: {idCardilo”
{"type”: “string”, “nullable”: true}, “photo”: ["type”: *string”, “nullable”: true}}, “additionalProperties’:false}, *JToken": ["type”: “array”, "items’: ["$ref”:"#/conponents/schemas/JToken'}}, "RESTfulResult_Boolean’: ["type”: "object”, “properties”: {"statusCode”

{"type”: “integer”, “fornat”: *int32", “nullable’  true}, “data”: {"type”: “boolean’}, ”succeeded”: {*type”: “boolean’}, "errors”: {*additionalProperties”:false, “nullable”:true}, "extras’: ["additionalProperties”:false, “nullable”:true}, “tinestanp”

“integer”, “fornat”: “int64"}}, “additionalProperties”: falsel, “RESTfulResult_JObject”: {"type”:“object”, ‘properties”: {*statusCode’: {"type”:"integer”, “fornat”:"int32", “nullable”:true}, “data”: {"type”:object”, "additionalProperties”

{"$ref”: “#/conponents/ schenas/JToken'}, “nullable”  true}, "succeeded”: {"type”: “boolean’}, "errors’: {*additionalProperties”:false, “nullable’:true}, "extras”: {"additionalProperties’:false, “nullable’:true}, “tinestanp”

{“type”: "integer’, "fornat”: "int64"}}, *additionalProperties’: falsel, "RESTfulResult_List ResExcellpload’: [“type’:“object’,"properties’: [*statusCode’: (“type”: "integer’, “fornat’:int32", “nullable”:truel, “data”: "type”: "array”, "itens”

{"$ref”: “#/conponents/ schenas/ResExcelUpload’}, “nullable”  true}, "succeeded’: {"type”: “boolean’}, "errors”: {"additionalProperties”:false, “nullable’:true}, “extras”: ["additionalProperties”:false, “nullable”:true}, “tinestanp”

{"type”: “integer”, “fornat”: *int64"}}, “additionalProperties”: false}, "RESTulResult_List_String”: ["type”:object”, “properties’: ["statusCode”: {"type”:"integer”, "fornat”: *int32", “nullable”: true}, "data’: {"type”: “array’, "items’: ["type”:"string’}, “nullable’:true}, "succeeded”
{"type”: “boolean’}, “errors”: {*additionalProperties”: false, “nullable’ true}, "extras’: {"additionalProperties’: false, “nullable”:true}, “tinestanp’: {"type”: "integer”, "fornat’: "int64’}}, “additionalProperties’:false}, "RESTfulResult_String”: ["type”:"object”, “properties”
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{“type”: "integer’, “fornat’: *int32'}, "orderGroupRenark’: {*type”: "string”, “nullable’: truel , “orderFulllloney”: ["type”: “nunber”, “fornat’: “double’}, "orderExelloney”: ("type”: “nunber”,*fornat”: "double’}, “orderDiscountlloney”

{“type”: “number”, “format”: “double”}, "institutionPayloney”: {"type”: “mumber”, “format”: "double’}, "personalPayfoney”: {"type”: “mumber”, "format”: “double”}, "deleted’: {"type”: "integer”, “format”: "int32"}, "deletedBy”: {"type”: “string”, “nullable”: true}, "deletedByNane”




image1.png
IESRE

ZHENG XIN SECURITY




image2.png
MRARER

R

NEF ARS8

nEmAREEREE

i

MSEHAREREREEHG

iy e

MEHARERGISHI+FER) T




