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1、 [bookmark: _Toc129680809]任务信息
	任务编号
	28

	任务名称
	同仁医院体检预约 - 11月19日

	渗透目标
	https://tijian.shtrhospital.com

	自动登录
	不需要

	渗透模板
	ALL

	端口模式
	默认端口

	代理设置
	关闭

	开始时间
	2024-11-18 16:02:33

	结束时间
	2024-11-18 18:21:30

	渗透时长
	2小时19分钟

	完成进度
	100%





2、 [bookmark: _Toc129680810]目标信息
1. [bookmark: _Toc129680811]目标首页
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系统信息

	IP类型
	

	操作系统
	



2. [bookmark: _Toc129680812]开放端口

	IP
	协议
	端口
	服务
	建议

	101.231.113.13
	https
	443
	https
	/


[bookmark: _Toc10215118][bookmark: _Toc10214936][bookmark: _Toc10215085][bookmark: _Toc10240359][bookmark: _Toc15547551][bookmark: _Toc41356563][bookmark: _Toc15568355][bookmark: _Toc10240915][bookmark: _Toc41699667]
3、 [bookmark: _Toc129680813]漏洞综述
1. [bookmark: _Toc129680814][bookmark: _Toc509779319][bookmark: _Toc504762140]漏洞统计
本网站风险级别：高危。
本次渗透测试共发现11个漏洞，其中高危漏洞4个，中危漏洞5个，低危漏洞2个，信息0个。

	风险级别
	高危
	中危
	低危
	信息

	漏洞数量
	4
	5
	2
	0



[image: ]


2. [bookmark: _Toc129680815]测试项目
	测试项目
	测试内容
	测试记录
	测试结果

	Platform
	远程命令执行
	已测试
	/  

	
	系统脆弱性
	已测试
	/  

	
	中间件
	已测试
	存在脆弱性 

	
	端口扫描
	已测试
	存在脆弱性 

	
	反序列化漏洞
	/
	/  

	Web
	注入攻击
	已测试
	/  

	
	XSS
	已测试
	/  

	
	证书类
	/
	/  

	
	常规脆弱性
	已测试
	存在脆弱性 

	其他
	弱口令
	已测试
	/  

	
	拒绝服务
	已测试
	/  

	
	信息泄露
	已测试
	存在脆弱性 

	
	逻辑漏洞
	/
	/  

	
	权限控制
	已测试
	/  

	
	管理后台泄露
	/
	/  

	
	子域名
	已测试
	/  


3. [bookmark: _Toc129680816]漏洞列表
	序号
	漏洞名称
	漏洞级别
	整改结果

	1
	Apache Tomcat 8.5.0 < 8.5.83（1个）
	高危
	/

	2
	Apache Tomcat 8.5.0 < 8.5.85（1个）
	高危
	/

	3
	Apache Tomcat 8.5.0 < 8.5.96（1个）
	高危
	/

	4
	Apache Tomcat 8.5.0 < 8.5.99 multiple vulnerabilities（1个）
	高危
	/

	5
	Apache Tomcat 8.5.0 < 8.5.86（1个）
	中危
	/

	6
	Apache Tomcat 8.5.0 < 8.5.93（1个）
	中危
	/

	7
	Apache Tomcat 8.5.0 < 8.5.94 multiple vulnerabilities（1个）
	中危
	/

	8
	Apache Tomcat 8.5.50 < 8.5.82（1个）
	中危
	/

	9
	检查Apache Tomcat默认文件（1个）
	中危
	/

	10
	Apache Tomcat SEoL (8.5.x)（1个）
	低危
	/

	11
	检测到路径泄漏（1个）
	低危
	/





4、 [bookmark: _Toc129680817][bookmark: _Toc45542312][bookmark: _Toc129680818][bookmark: _Toc45546363][bookmark: _Toc49267236][bookmark: _Toc41699670][bookmark: _Toc45208401][bookmark: _Toc45203990][bookmark: _Toc45203344][bookmark: _Toc45208089][bookmark: _Toc49798442][bookmark: _Toc73023269][bookmark: _Toc129679906][bookmark: _Toc44445299]漏洞详情
1. [bookmark: _Toc17107306]
[bookmark: _Toc129679907][bookmark: _Toc41356570][bookmark: _Toc9766][bookmark: _Toc41699676][bookmark: _Toc17125856][bookmark: _Toc45550230][bookmark: _Toc12044246][bookmark: _Toc41689679][bookmark: _Toc41356568][bookmark: _Toc15568365][bookmark: _Toc41689724][bookmark: _Toc45550229]1 Apache Tomcat 8.5.0 < 8.5.83一高危（1个）
	漏洞名称
	Apache Tomcat 8.5.0 < 8.5.83

	漏洞等级
	高危

	漏洞影响
	1. 漏洞URL: 101.231.113.13
漏洞参数: max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	3
plugin_output:	
  URL               : http://101.231.113.13:8088/
  Installed version : 8.5.81
  Fixed version     : 8.5.83



	漏洞说明
	The version of Tomcat installed on the remote host is prior to 8.5.83. It is, therefore, affected by a vulnerability as referenced in the fixed_in_apache_tomcat_8.5.83_security-8 advisory.

  - If Apache Tomcat 8.5.0 to 8.5.82, 9.0.0-M1 to 9.0.67, 10.0.0-M1 to 10.0.26 or 10.1.0-M1 to 10.1.0 was     configured to ignore invalid HTTP headers via setting rejectIllegalHeader to false (the default for 8.5.x     only), Tomcat did not reject a request containing an invalid Content-Length header making a request     smuggling attack possible if Tomcat was located behind a reverse proxy that also failed to reject the     request with the invalid header. (CVE-2022-42252)

Note that 岳戟 has not tested for this issue but has instead relied only on the application's self-reported version number.

	解决方案
	Upgrade to Apache Tomcat version 8.5.83 or later.

	测试信息
	max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	3
plugin_output:	
  URL               : http://101.231.113.13:8088/
  Installed version : 8.5.81
  Fixed version     : 8.5.83



1. 
2 Apache Tomcat 8.5.0 < 8.5.85一高危（1个）
	漏洞名称
	Apache Tomcat 8.5.0 < 8.5.85

	漏洞等级
	高危

	漏洞影响
	1. 漏洞URL: 101.231.113.13
漏洞参数: max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	3
plugin_output:	
  Installed version : 8.5.81
  Fixed version     : 8.5.85



	漏洞说明
	The version of Tomcat installed on the remote host is prior to 8.5.85. It is, therefore, affected by a vulnerability as referenced in the fixed_in_apache_tomcat_8.5.85_security-8 advisory.

  - Apache Commons FileUpload before 1.5 does not limit the number of request parts to be processed resulting     in the possibility of an attacker triggering a DoS with a malicious upload or series of uploads.
    (CVE-2023-24998)

Note that 岳戟 has not tested for this issue but has instead relied only on the application's self-reported version number.

	解决方案
	Upgrade to Apache Tomcat version 8.5.85 or later.

	测试信息
	max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	3
plugin_output:	
  Installed version : 8.5.81
  Fixed version     : 8.5.85



1. 
3 Apache Tomcat 8.5.0 < 8.5.96一高危（1个）
	漏洞名称
	Apache Tomcat 8.5.0 < 8.5.96

	漏洞等级
	高危

	漏洞影响
	1. 漏洞URL: 101.231.113.13
漏洞参数: max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	3
plugin_output:	
  URL               : http://101.231.113.13:8088/
  Installed version : 8.5.81
  Fixed version     : 8.5.96



	漏洞说明
	The version of Tomcat installed on the remote host is prior to 8.5.96. It is, therefore, affected by a vulnerability as referenced in the fixed_in_apache_tomcat_8.5.96_security-8 advisory.

  - Improper Input Validation vulnerability in Apache Tomcat.Tomcat from 11.0.0-M1 through 11.0.0-M10, from     10.1.0-M1 through 10.1.15, from 9.0.0-M1 through 9.0.82 and from 8.5.0 through 8.5.95 did not correctly     parse HTTP trailer headers. A trailer header that exceeded the header size limit could cause Tomcat to     treat a single request as multiple requests leading to the possibility of request smuggling when behind a     reverse proxy. Users are recommended to upgrade to version 11.0.0-M11 onwards, 10.1.16 onwards, 9.0.83     onwards or 8.5.96 onwards, which fix the issue. (CVE-2023-46589)

Note that 岳戟 has not tested for this issue but has instead relied only on the application's self-reported version number.

	解决方案
	Upgrade to Apache Tomcat version 8.5.96 or later.

	测试信息
	max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	3
plugin_output:	
  URL               : http://101.231.113.13:8088/
  Installed version : 8.5.81
  Fixed version     : 8.5.96



1. 
4 Apache Tomcat 8.5.0 < 8.5.99 multiple vulnerabilities一高危（1个）
	漏洞名称
	Apache Tomcat 8.5.0 < 8.5.99 multiple vulnerabilities

	漏洞等级
	高危

	漏洞影响
	1. 漏洞URL: 101.231.113.13
漏洞参数: max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	3
plugin_output:	
  URL               : http://101.231.113.13:8088/
  Installed version : 8.5.81
  Fixed version     : 8.5.99



	漏洞说明
	The version of Tomcat installed on the remote host is prior to 8.5.99. It is, therefore, affected by multiple vulnerabilities as referenced in the fixed_in_apache_tomcat_8.5.99_security-8 advisory.

  - Denial of Service via incomplete cleanup vulnerability in Apache Tomcat. It was possible for WebSocket     clients to keep WebSocket connections open leading to increased resource consumption.This issue affects     Apache Tomcat: from 11.0.0-M1 through 11.0.0-M16, from 10.1.0-M1 through 10.1.18, from 9.0.0-M1 through     9.0.85, from 8.5.0 through 8.5.98. Users are recommended to upgrade to version 11.0.0-M17, 10.1.19, 9.0.86     or 8.5.99 which fix the issue. (CVE-2024-23672)

  - Denial of Service due to improper input validation vulnerability for HTTP/2 requests in Apache Tomcat.
    When processing an HTTP/2 request, if the request exceeded any of the configured limits for headers, the     associated HTTP/2 stream was not reset until after all of the headers had been processed.This issue     affects Apache Tomcat: from 11.0.0-M1 through 11.0.0-M16, from 10.1.0-M1 through 10.1.18, from 9.0.0-M1     through 9.0.85, from 8.5.0 through 8.5.98. Users are recommended to upgrade to version 11.0.0-M17,     10.1.19, 9.0.86 or 8.5.99 which fix the issue. (CVE-2024-24549)

Note that 岳戟 has not tested for these issues but has instead relied only on the application's self-reported version number.

	解决方案
	Upgrade to Apache Tomcat version 8.5.99 or later.

	测试信息
	max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	3
plugin_output:	
  URL               : http://101.231.113.13:8088/
  Installed version : 8.5.81
  Fixed version     : 8.5.99



1. 
5 Apache Tomcat 8.5.0 < 8.5.86一中危（1个）
	漏洞名称
	Apache Tomcat 8.5.0 < 8.5.86

	漏洞等级
	中危

	漏洞影响
	1. 漏洞URL: 101.231.113.13
漏洞参数: max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	2
plugin_output:	
  Installed version : 8.5.81
  Fixed version     : 8.5.86



	漏洞说明
	The version of Tomcat installed on the remote host is prior to 8.5.86. It is, therefore, affected by a vulnerability as referenced in the fixed_in_apache_tomcat_8.5.86_security-8 advisory.

  - When using the RemoteIpFilter with requests received from a reverse proxy via HTTP that include the     X-Forwarded-Proto header set to https, session cookies created by Apache Tomcat 11.0.0-M1 to 11.0.0.-M2,     10.1.0-M1 to 10.1.5, 9.0.0-M1 to 9.0.71 and 8.5.0 to 8.5.85 did not include the secure attribute. This     could result in the user agent transmitting the session cookie over an insecure channel. (CVE-2023-28708)

Note that 岳戟 has not tested for this issue but has instead relied only on the application's self-reported version number.

	解决方案
	Upgrade to Apache Tomcat version 8.5.86 or later.

	测试信息
	max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	2
plugin_output:	
  Installed version : 8.5.81
  Fixed version     : 8.5.86



1. 
6 Apache Tomcat 8.5.0 < 8.5.93一中危（1个）
	漏洞名称
	Apache Tomcat 8.5.0 < 8.5.93

	漏洞等级
	中危

	漏洞影响
	1. 漏洞URL: 101.231.113.13
漏洞参数: max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	2
plugin_output:	
  URL               : http://101.231.113.13:8088/
  Installed version : 8.5.81
  Fixed version     : 8.5.93



	漏洞说明
	The version of Tomcat installed on the remote host is prior to 8.5.93. It is, therefore, affected by a vulnerability as referenced in the fixed_in_apache_tomcat_8.5.93_security-8 advisory.

  - URL Redirection to Untrusted Site ('Open Redirect') vulnerability in FORM authentication feature Apache     Tomcat.This issue affects Apache Tomcat: from 11.0.0-M1 through 11.0.0-M10, from 10.1.0-M1 through     10.0.12, from 9.0.0-M1 through 9.0.79 and from 8.5.0 through 8.5.92. The vulnerability is limited to the     ROOT (default) web application. (CVE-2023-41080)

Note that 岳戟 has not tested for this issue but has instead relied only on the application's self-reported version number.

	解决方案
	Upgrade to Apache Tomcat version 8.5.93 or later.

	测试信息
	max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	2
plugin_output:	
  URL               : http://101.231.113.13:8088/
  Installed version : 8.5.81
  Fixed version     : 8.5.93



1. 
7 Apache Tomcat 8.5.0 < 8.5.94 multiple vulnerabilities一中危（1个）
	漏洞名称
	Apache Tomcat 8.5.0 < 8.5.94 multiple vulnerabilities

	漏洞等级
	中危

	漏洞影响
	1. 漏洞URL: 101.231.113.13
漏洞参数: max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	2
plugin_output:	
  URL               : http://101.231.113.13:8088/
  Installed version : 8.5.81
  Fixed version     : 8.5.94



	漏洞说明
	The version of Tomcat installed on the remote host is prior to 8.5.94. It is, therefore, affected by multiple vulnerabilities as referenced in the fixed_in_apache_tomcat_8.5.94_security-8 advisory.

  - Improper Input Validation vulnerability in Apache Tomcat.Tomcat from 11.0.0-M1 through 11.0.0-M11, from     10.1.0-M1 through 10.1.13, from 9.0.0-M1 through 9.0.81 and from 8.5.0 through 8.5.93 did not correctly     parse HTTP trailer headers. A specially crafted, invalid trailer header could cause Tomcat to treat a     single request as multiple requests leading to the possibility of request smuggling when behind a reverse     proxy. Users are recommended to upgrade to version 11.0.0-M12 onwards, 10.1.14 onwards, 9.0.81 onwards or     8.5.94 onwards, which fix the issue. (CVE-2023-45648)

  - The HTTP/2 protocol allows a denial of service (server resource consumption) because request cancellation     can reset many streams quickly, as exploited in the wild in August through October 2023. (CVE-2023-44487)

  - Incomplete Cleanup vulnerability in Apache Tomcat.When recycling various internal objects in Apache Tomcat     from 11.0.0-M1 through 11.0.0-M11, from 10.1.0-M1 through 10.1.13, from 9.0.0-M1 through 9.0.80 and from     8.5.0 through 8.5.93, an error could cause Tomcat to skip some parts of the recycling process leading to     information leaking from the current request/response to the next. Users are recommended to upgrade to     version 11.0.0-M12 onwards, 10.1.14 onwards, 9.0.81 onwards or 8.5.94 onwards, which fixes the issue.
    (CVE-2023-42795)

  - Incomplete Cleanup vulnerability in Apache Tomcat. The internal fork of Commons FileUpload packaged with     Apache Tomcat 9.0.70 through 9.0.80 and 8.5.85 through 8.5.93 included an unreleased, in progress     refactoring that exposed a potential denial of service on Windows if a web application opened a stream for     an uploaded file but failed to close the stream. The file would never be deleted from disk creating the     possibility of an eventual denial of service due to the disk being full. Users are recommended to upgrade     to version 9.0.81 onwards or 8.5.94 onwards, which fixes the issue. (CVE-2023-42794)

Note that 岳戟 has not tested for these issues but has instead relied only on the application's self-reported version number.

	解决方案
	Upgrade to Apache Tomcat version 8.5.94 or later.

	测试信息
	max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	2
plugin_output:	
  URL               : http://101.231.113.13:8088/
  Installed version : 8.5.81
  Fixed version     : 8.5.94



1. 
8 Apache Tomcat 8.5.50 < 8.5.82一中危（1个）
	漏洞名称
	Apache Tomcat 8.5.50 < 8.5.82

	漏洞等级
	中危

	漏洞影响
	1. 漏洞URL: 101.231.113.13
漏洞参数: max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	2
plugin_output:	
  URL               : http://101.231.113.13:8088/
  Installed version : 8.5.81
  Fixed version     : 8.5.82



	漏洞说明
	The version of Tomcat installed on the remote host is prior to 8.5.82. It is, therefore, affected by a vulnerability as referenced in the fixed_in_apache_tomcat_8.5.82_security-8 advisory.

  - In Apache Tomcat 10.1.0-M1 to 10.1.0-M16, 10.0.0-M1 to 10.0.22, 9.0.30 to 9.0.64 and 8.5.50 to 8.5.81 the     Form authentication example in the examples web application displayed user provided data without     filtering, exposing a XSS vulnerability. (CVE-2022-34305)

Note that 岳戟 has not tested for this issue but has instead relied only on the application's self-reported version number.

	解决方案
	Upgrade to Apache Tomcat version 8.5.82 or later.

	测试信息
	max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	2
plugin_output:	
  URL               : http://101.231.113.13:8088/
  Installed version : 8.5.81
  Fixed version     : 8.5.82



1. 
9 检查Apache Tomcat默认文件一中危（1个）
	漏洞名称
	检查Apache Tomcat默认文件

	漏洞等级
	中危

	漏洞影响
	1. 漏洞URL: 101.231.113.13
漏洞参数: max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	2
plugin_output:	
The server is not configured to return a custom page in the event of a client requesting a non-existent resource.
This may result in a potential disclosure of sensitive information about the server to attackers.



	漏洞说明
	检查 Apache Tomcat 的默认文件。

	解决方案
	在远程 Apache Tomcat 服务器上安装了默认错误页面、默认索引页面、示例 jsp 和/或示例 servlet。应该删除这些文件，因为它们可能帮助攻击者发现有关远程 Tomcat 安装或主机本身的信息。

	测试信息
	max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	2
plugin_output:	
The server is not configured to return a custom page in the event of a client requesting a non-existent resource.
This may result in a potential disclosure of sensitive information about the server to attackers.



1. 
10 Apache Tomcat SEoL (8.5.x)一低危（1个）
	漏洞名称
	Apache Tomcat SEoL (8.5.x)

	漏洞等级
	低危

	漏洞影响
	1. 漏洞URL: 101.231.113.13
漏洞参数: max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	1
plugin_output:	
  URL                                    : http://101.231.113.13:8088/
  Installed version                      : 8.5.81
  Security End of Life                   : March 31, 2024
  Time since Security End of Life (Est.) : >= 1 month



	漏洞说明
	According to its version, Apache Tomcat is 8.5.x. It is, therefore, no longer maintained by its vendor or provider.

Lack of support implies that no new security patches for the product will be released by the vendor. As a result, it may contain security vulnerabilities.

	解决方案
	Upgrade to a version of Apache Tomcat that is currently supported.

	测试信息
	max_attachments_exceeded:	True
ports:
	8088 / tcp / www:
		hostname:	101.231.113.13
severity:	1
plugin_output:	
  URL                                    : http://101.231.113.13:8088/
  Installed version                      : 8.5.81
  Security End of Life                   : March 31, 2024
  Time since Security End of Life (Est.) : >= 1 month



1. 
11 检测到路径泄漏一低危（1个）
	漏洞名称
	检测到路径泄漏

	漏洞等级
	低危

	漏洞影响
	1. 漏洞URL: https://tijian.shtrhospital.com/x2Y3qgEttv65/CtuqRad/56b15f
漏洞参数: https://tijian.shtrhospital.com/x2Y3qgEttv65/CtuqRad/56b15f


	漏洞说明
	当前页面包含绝对路径泄漏，会暴露项目代码的路径 为恶意攻击者提供有效信息！

	解决方案
	一般常见于web中间件IIS nginx apache tomcat等 修改指定服务端配置文件 关闭目录浏览功能即可。

	测试信息
	......}ijmm,]nw}3r|}nwn{ipn};rvnioruu:}`uni|l{ry}i9nz~n|}iq}}yUi^nkm{r]n{in_}n{wjui4rl{x4n||nwpn{i/;43-x{v,unvnw}ilqj{|n}i}`yni|yurlni}n|}i4rl{x|xo}I?43/;;7ilq{xvnipn}(}}{rk~}nimxl~vnw},unvnw}i{n|yxw|n;n_}i}}iq{noipn},unvnw}|)`;jp5jvni{nyujlnikxm`ijyy=n{|rxwion}lqivj}lqi|}j}~|i4j}qiZiyj}qwjvni|joj{rihhh}|hhhioruu;n_}irwy~}ixoo|n}<wrox{vilurnw}0wox{vj}rxwimn|l{ry}rxwi{n|yxw|n?43i$h}|i7xrw}n{,]nw}itn`mx^wi|nj{lqi|}j}~|;n_}imr|jkunmivn}qxmi}xyi]r|rkrur}`iqx|}wjvni|n}(}}{rk~}nijl}rxwinwl}`yniyx|}i-9(.4,5;h:/(+,9i{n|7j}qiJi#i4xa(yynj{jwlni4:7xrw}n{,]nw}inunvnw}|iuxlj}rxwimxl~vnw}i{nvx]n0}nviOONiw~v0}nv|iorunwjvni}xtnw;rvnx~}ijyyurlj}rxwJ_H^^^Hox{vH~{unwlxmnmiuxjmiw~vkn{i&ir}nv:rani(99(@h)<--,9i:qxlt^j]n-uj|qI:qxlt^j]n-uj|qivrvn;`yn|iSKi{nvx]n*qrumi{n|yxw|nilnrui{n|yxw|n)xm`il{nj}n:qjmn{ilxvyrun:qjmn{ilxw}nw}irwwn{/;43ipn}:qjmn{7{nlr|rxw-x{vj}i^nktr}9nz~n|}-run:`|}nvi]n{}n_7x|(}}{rki|qjmn{:x~{lni}x+j}j<93iy~|q5x}rorlj}rxwixwj~}xlxvyun}nij}}jlq:qjmn{i=,9;,?h:/(+,9iqrmmnwi~{ripn}9n|yxw|n/njmn{ijyyurlj}rxwJ_H|qxlt^j]nHouj|qi}j{pn}iq}}yi-uxj}NM({{j`i{nvx]n(}}{rk~}nilqj{jl}n{:n}i4|_vuI?43/;;7i-36(;iJE[llhxw![EJoju|ni36>h05;irmi{no{n|q0w}n{]jui<;-HSixynw+j}jkj|niviqx|}ix{rnw}j}rxwipn},_}nw|rxwiyj{nw}5xmniq}}y|UJJivx~|n~yim{r]n{Hn]ju~j}ni{nvx]n,]nw}3r|}nwn{i$ikujlt)uxltijkx{}i{i>nk?43xp4|ph<508<,hi}x<yyn{*j|nijipn},unvnw})`0mi|nunl}Hv~u}ryunirimxuyqrwGmxuyqrwrwoxGmxuyqrwvn}jih:nunwr~vh0+,h9nlx{mn{Gh|nunwr~vGljuu:nunwr~vi^nkpuifYWrYWJrYW!BnwmrofHHYi4|_vuMI?43/;;7i^nkm{r]n{Hn]ju~j}ni.n}5n_}9nz0+i4,+0<4h-36(;i:joj{ripn}(}}{rk3xlj}rxwi4|_vuMI?43/;;7IQIKiV n_yr{n|Xi$hoKi{pkjCMOKGLLKGPNGKIODim{r]n{iV yj}qXJi~wrox{vMoi(mm,]nw}3r|}nwn{ihhm{r]n{hn]ju~j}nGhh^nkm{r]n{hn]ju~j}nGhh|nunwr~vhn]ju~j}nGhho_m{r]n{hn]ju~j}nGhhm{r]n{h~w^{jyynmGhh^nkm{r]n{h~w^{jyynmGhh|nunwr~vh~w^{jyynmGhho_m{r]n{h~w^{jyynmGhh^nkm{r]n{h|l{ry}ho~wlGhh^nkm{r]n{h|l{ry}howi.n}9n|yxw|n/njmn{ipn}:~yyx{}nm,_}nw|rxw|i9nju7uj`n{I9nju7uj`n{C}vD (l}r]n? *xw}{xu CNMHkr}Dij}}{rk~}n ]nlM j}}{=n{}n_V]j{`rwp ]nlM ]j{`rw;n_*xx{mrwj}nV~wrox{v ]nlM ~wrox{v6oo|n}V]xrm vjrwCDb]j{`rw;n_*xx{mrwj}nXj}}{=n{}n_F~wrox{v6oo|n}Vpuh7x|r}rxwX]nlOCj}}{=n{}n_GKGLDVdimr]i{vxl_I9nju7uj`n{ .M *xw}{xui|n}9nz~n|}/njmn{iyxyiqj|6^w7{xyn{}`i9nju=rmnxI9nju=rmnxC}vD (l}r]n? *xw}{xu CNMHkr}Di;Xi{jwpn4j_ihhor{nox_hhGhor{nox_h9njmn{4xmniv|*{`y}xiy{nlr|rxwi36>h-36(;i6ynwiwxmn;`yni|nunl}HxwniKilxxtrnis>NTnak>7{Is|Zi~|n7{xp{jviluxwn5xmnix]n{{rmn4rvn;`ynilqnltkx_ipn}<wrox{v3xlj}rxwi$7{n<*){x^|n{*uj||rlG<*){x^|n{4n||jpn*nw}n{i4rl{x|xo}I?43/;;7ILIKi^rm}qi(kx{}i4|_vuMI:n{]n{?43/;;7IOIKim~vy(uui|^r}lq-ujp|i$hoqKimnoj~u}7{n]nw}nmimr|yj}lq,]nw}i^rm}qGqnrpq}Gyr_nu+ny}qGlxux{+ny}qi9nvx]n,]nw}3r|}nwn{iv|*{nmnw}rju|iljlqnhin]jui{vxl_I9nju7uj`n{ .M *xw}{xuILi|nunl}nmi$hoLi4|_vuMI?43/;;7IPIKi#LRnixwi:t`ynI+n}nl}rxwi|l{nnwi13`2Au>p@sy;t(|,}T3w(i:,5+ioxw}iqyhrmnw}rorn{ij}}jlq,]nw}iz{ltuv+x,_}q>1r/(yL|=@2<N9-48^S0.o76TMk]35sIRa?)j:w~K;*Qp`hOAnPmi]n{}n_7x|({{j`iy{n]nw}+noj~u}ih}|h{nuxjmhox{vi{n}~{w=ju~ni|joj{rGxw}x~lq|}j{}G|rmnkj{Guxlju:}x{jpnGlurykxj{m+j}jG|n||rxw:}x{jpnGrwmn_nm+)Gxynw+j}jkj|nG|}jwmjuxwnG$7{n<*){x^|n{*uj||rlG<*){x^|n{4n||jpn*nw}n{Ghhor{nox_hhGhor{nox_h9njmn{4xmnGhhv}}*{nj}n-{jvnGv}}*~|}xv1:Ghhl{>nkGhhp*{>nkG4rl{x4n||nwpn{G:xpx~4|nG~l^nkGzkhk{rmpnG-j]n0lxw1j]j0w}n{ojlnGsn|rxwGmxyqrwGx{rnw}j}rxwiuj|}0wmn_6oipn};rvnaxwn6oo|n}i(l{x7+-I7+-ioruu9nl}i,vy}` )xm`G +x 5x} ,wl{`y}i{jwpn4rwi|nunwr~vHn]ju~j}niyj{|n0w}i7+-I7mo*}{ui/;43,unvnw}i^nktr}7n{|r|}nw}:}x{jpninwjkun=n{}n_(}}{rk({{j`iV :nl~{ni>47uj`n{I6*?i(wju`|n{5xmni{n|n}iLin_r}-~uu|l{nnwi~wrlxmni:nwmi7n{ox{vjwln6k|n{]n{i5j5i4|_vuMI:n{]n{?43/;;7IPIKikuxkUilxxtrn2n`i$qxxt$G$$uxppn{G$$u|yG$$u|{ki,w}r}`il{nj}n7{xp{jvi^nk|}x{nipn}7j{jvn}n{i#oSMiy{nlr|rxw vnmr~vy ouxj}V]j{`rwp ]nlM ]j{`rw;n_*xx{mrwj}nV]xrm vjrwCD bpuh-{jp*xux{X]nlOC]j{`rw;n_*xx{mrwj}nGKGLDVdi8~rlt;rvnI8~rlt;rvnixw|~lln||ix^wn{+xl~vnw}i~}oHSi|}jwmjuxwnij}}{=n{}n_ilurlti:;(;0*h+9(>i}x:}{rwpi~wrox{v6oo|n}ivx~|nmx^wi{~w}rvni-j]n0lxw1j]j0w}n{ojlnGsn|rxwixwn{{x{i.n}6{rprwju<{uiwn}|yj{tn{Ghhw|i:n}9nz~n|}/njmn{ipn}(uu9n|yxw|n/njmn{|iurwt7{xp{jvi4|_vuMI?43/;;7IOIKi{nuxjmi|n};rvnx~}i/0./h-36(;ilL2P}^K^Qhiujwp~jpn|i:>*}uI:>*}uijk|i|nunwr~vi}x.4;:}{rwpiq}}yUJJinwjkunm7u~prwi9nju7uj`n{i6]n{{rmn4rvn;`ynilunj{0w}n{]jui(mm:nj{lq7{x]rmn{i%i:n4xk-ruu-x{v;xxuG:xpx~4|ni+r|yj}lq,]nw}i 679Ji2iHi{jmrxiyx{}iV mxvjrwXiz{ltuv+x,_}q>1r/(yL|=@2<N9-48^S0.o76TMk]35sIRa?)j:w~K;*Qp`hOAnPmbdce !#$%CDEFGHUXZ[Bfgik{x^|n{hyj{jvn}n{|Gr}nviy{x}nl}nm:r}n|i4|_vuMI:n{]n{?43/;;7INIKi|n}0w}n{]jui}n_})j|nurwnimj}jUizkhk{rmpnGzkkxxt|qnuoi4|_vuMI:n{]n{?43/;;7IQIKiqnrpq}i{Xik~}}xwi,tl7ikrwm)~oon{il{nj}n)~oon{i<*>nk,_}G~l^nki_ihh#luj||;`yni;90(5.3,h:;907i8;7h,7,h/662iox{vitn`*xmni^rwmx^|HLMPMin_yn{rvnw}juH^nkpui;,4769(9@i.,;ihhl{>nkGhhp*{>nki7n{ox{vjwln6k|n{]n{,w}{`3r|}i}n_}j{nji.n}(uu9n|yxw|n/njmn{|iV yj}qXi<w|~yyx{}nm *qj{jl}n{ :n}U i:xpx~iljuui4|_vuMI:n{]n{?43/;;7i(yyun7j`:n||rxwiljuu7qjw}xvGhyqjw}xvi67,5iyu~prw|ijkx~}Uiyj{nw},unvnw}iV /}}y6wu`iuxpi,wl{`y}rxw (kx{}! 0vjpn }`yn rwy~} lx~um wx} kn y{xln||nmisj]j|l{ry}Ui4,+0<4h05;i{jwmxvi|{lir|5j5ihhv}}*{nj}n-{jvnGv}}*~v|}xv1:i4|_vuMI?43/;;7INIKiW!HHBro p} 0, inwjkunh~rn]}ik~oon{+j}jio~wl}rxwim{j^({{j`|ilqnltnmi4|_vuNI?43/;;7iMmi/0./h05;iq}}y|inwjkunhlryqn{hox{vi(p*xw}{xuI(p*xw}{xui]n{}n_(}}{rk7xrw}n{iunwp}q";}function R$dG(R$dc,R$ju){var R$ir=R$dc[R$ke.R$iG()](R$ju);if(R$ir=== -1)return[R$dc,R$ke.R$cs()];return[R$dc[R$ke.R$iB()](0,R$ir),R$dc[R$ke.R$iB()](R$ir)];}function R$f6(R$jo){var R$cY=R$mQ;var R$iS=R$jo[R$ke.R$iB()](0,R$jo.length-2);var R$a1=R$mj(R$jo[R$ke.R$iB()](R$jo.length-2),16);if(R$lO(R$iS)!==R$a1){return;}var R$dc=R$iS[R$ke.R$cG()]('`');for (var R$gz=0;R$gz<R$dc.length;R$gz++ ){var R$ju=R$dc[R$gz][R$ke.R$iG()](R$ke.R$dI());if(R$ju>0){var R$kq=R$dc[R$gz][R$ke.R$ig()](0,R$ju);var R$jw=R$dc[R$gz][R$ke.R$ig()](R$ju+1);R$cY[R$kq]=R$jw;}}R$fw=R$mQ[R$ke.R$bk()];var R$ir=R$mQ[R$ke.R$fM()]*900;R$ku=R$ir+R$kB();}function R$h9(R$dc){var R$a1=R$cj();R$a1=R$iQ();R$dc[8]=R$j0();var R$jw=R$kr();R$gz=R$a3();R$a1=R$ar();return R$ky();}function R$lO(R$gz){if( typeof R$gz===R$ke.R$fy())R$gz=R$be(R$gz);var R$ju=0,R$ir=R$gz.length,R$dc=0;while (R$dc<R$ir){R$ju=R$h2[(R$ju^R$gz[R$dc++ ])&0xFF];}return R$ju;}function R$lo(){return R$lv(R$mQ[R$ke.R$bI()])[R$ke.R$ig()](0,32);}function R$cI(){return R$l3(R$jA());}function R$cj(){return 12}function R$k2(R$dc){if(R$k7(R$dc,R$ke.R$aw())==1){return false;}if(R$k7(R$dc,R$ke.R$bH())[R$ke.R$fO()]()!=R$ke.R$f3()){return false;}if(R$k7(R$dc,R$ke.R$f5())[R$ke.R$fO()]()!=R$ke.R$jj()){return false;}var R$ju=R$ax(R$k7(R$dc,R$ke.R$d2()));if(R$ju.R$me===3){return false;}return true;}function R$ko(){if( !R$am(R$mo()[R$ke.R$a2()],R$ke.R$fG())){R$m0=R$lD;R$lD=R$mZ;R$lM=1;R$cp();return false;}return true;}function R$gq(){if(R$ly){return R$ly;}var R$cY=[],R$ir,R$jo,R$iS;var R$bU=R$m0[R$ke.R$bs()];for(R$ir in R$bU){try{R$iS=R$bU[R$ke.R$km()](R$ir);}catch(R$ju){R$iS=false;}if(R$iS){R$cY.push(R$ir);if(R$ir!==R$ke.R$h1()&&R$ir!==R$ke.R$jl()){R$jo=R$bU[R$ir];if( typeof R$jo!==R$ke.R$gK())R$cY.push(R$jo);}}}R$cY.push((R$bU[R$ke.R$ix()]||[]).join(R$ke.R$iP()));var R$a1=R$bU[R$ke.R$dy()];if(R$a1){for (R$ir=0;R$ir<R$a1.length;R$ir++ ){R$jo=R$a1[R$ir];if(R$jo[R$ke.R$eE()])R$cY.push(R$jo[R$ke.R$eE()]);else if(R$jo[R$ke.R$gZ()])R$cY.push(R$jo[R$ke.R$gZ()]);}}R$cY=R$cY[R$ke.R$iy()](R$ih());var R$dc=R$bU[R$ke.R$i3()];if(R$dc){for (R$ir=0;R$ir<R$dc.length;R$ir++ ){R$jo=R$dc[R$ir];if(R$jo[R$ke.R$lm()])R$cY.push(R$jo[R$ke.R$lm()]);else if(R$jo[R$ke.R$f8()])R$cY.push(R$jo[R$ke.R$f8()]);}}var R$gz=R$m0[R$ke.R$iW()];var R$jw=R$ke.R$cD();R$jw=R$jw[R$ke.R$cG()](R$ke.R$iP());for (R$ir=0;R$ir<R$jw.length;R$ir++ ){if( typeof R$gz[R$jw[R$ir]]===R$ke.R$if())R$cY.push(R$gz[R$jw[R$ir]]);}R$cY.push(new R$mn()[R$ke.R$gT()]());var R$aF=R$ke.R$ec();R$aF=R$aF[R$ke.R$cG()](R$ke.R$iP());function R$kq(R$cF,R$eg,R$iK){R$eg=R$eg[R$ke.R$cG()](R$ke.R$iP());for (var R$hR=0;R$hR<R$eg.length;R$hR++ )R$iK.push(R$cF[R$eg[R$hR]]||0);}for (R$ir=0;R$ir<R$aF.length;R$ir++ )R$cY.push(R$m0[R$aF[R$ir]]!==R$mT?1:0);if( !R$mr||R$mr>8){R$jo=R$lf(R$ke.R$br(),R$dJ);if(R$jo)R$cY.push(R$jo);}if( !R$mr||R$mr>8){R$jo=R$lf(R$ke.R$c7(),R$j9);if(R$jo)R$cY.push(R$jo);}R$jo=R$lf(R$ke.R$g0());if(R$jo)R$cY.push(R$jo);R$ly=R$l0(R$cY.join(R$ke.R$dI()));return R$ly;}function R$jX(R$dc,R$ir,R$ju){return R$kG(R$cC(R$dc,R$ir,R$ju));}function R$kr(){return 3}function R$lC(){R$lW();var R$dc=[1,R$kx([R$mS]),R$mz,R$gq(),R$cb(R$dd())];return R$mE[R$ke.R$gl()][R$ke.R$iy()][R$ke.R$cl()]([],R$dc);}function R$ge(){var R$ir=R$j5();var R$ju=[];for (var R$iS=0;R$iS<6;R$iS++ ){R$ju[R$iS]=[];}R$kS=function(){return R$ju;};var R$a1=R$ju[0],R$gz=R$ju[1],R$cY=R$ju[2],R$jw=R$ju[3],R$jo=R$ju[4],R$dc=R$ju[5];R$bc(R$dc,0,255, -1);for (R$iS=0;R$iS<R$ir.length;R$iS++ ){var R$kq=R$ir[R$iS][R$ke.R$hF()](0);R$a1[R$kq]=R$iS<<2;R$gz[R$kq]=R$iS>>4;R$cY[R$kq]=(R$iS&15)<<4;R$jw[R$kq]=R$iS>>2;R$jo[R$kq]=(R$iS&3)<<6;R$dc[R$kq]=R$iS;}}function R$lh(){var R$gz=3,R$dc=R$mZ[R$ke.R$fD()](R$ke.R$bT()),R$ir=R$dc[R$ke.R$cT()](R$ke.R$d8());while (R$dc[R$ke.R$gB()]=R$ke.R$b3()+( ++R$gz)+R$ke.R$j1(),R$ir[0]);if(R$gz>4)return R$gz;if(R$m0[R$ke.R$c2()](R$ke.R$cU())){return 10;}if(R$mA(R$m0,R$ke.R$gJ())){return 11;}else{try{if(new R$m0[R$ke.R$hs()](R$ke.R$hk())?true:false){return 11;}}catch(R$ju){}}}function R$i0(){for(var R$dc in R$m0){if(R$am(R$dc,R$ke.R$dT()))return 1;}}function R$gD(){var R$ju=R$mZ[R$ke.R$cT()](R$ke.R$gw());for (var R$dc=R$ju.length-1;R$dc>=0;R$dc-- ){if(R$ju[R$dc][R$ke.R$ct()](R$ke.R$aK())==R$ke.R$dX()){R$ju[R$dc][R$ke.R$eV()][R$ke.R$bq()](R$ju[R$dc]);}}}function R$lW(){if(R$mr<=8){return;}var R$iS=0,R$a1=R$ke.R$fs(),R$cY=R$ke.R$f7(),R$dc=[R$ke.R$d6(),R$ke.R$e0(),R$ke.R$bQ()];try{var R$ju=false;if(R$mz===2){var R$kq=R$m0[R$ke.R$bs()][R$ke.R$jl()][R$ke.R$fO()]()[R$ke.R$fP()](/firefox\/(\d+\.\d+)/)[1];R$ju=R$mj(R$kq)>=60;}R$iS=R$mA(R$m0,R$a1)||R$mA(R$mZ,R$cY)||(R$m0[R$ke.R$fV()]&&R$m0[R$ke.R$fV()][R$ke.R$e0()])||(R$ju&&R$m0[R$ke.R$bs()][R$ke.R$e0()]);for(var R$jw in R$mZ){if(R$jw[0]===R$ke.R$lX()&&R$jw[R$ke.R$fP()]('^\\$[a-z]dc_')&&R$mZ[R$jw][R$ke.R$de()]){R$iS=1;}}for (var R$gz=0;R$gz<R$dc.length;R$gz++ ){if(R$mZ[R$ke.R$ei()][R$ke.R$ct()](R$dc[R$gz]))R$iS=1;}}catch(R$ir){}if(R$iS){R$m0.R$lb=1;R$mR(134217728,31);}}function R$lg(R$cY,R$hP,R$hi,R$aD){var R$cF=R$cY[R$hi],R$dc=R$hP[0]^R$cF[0],R$ir=R$hP[R$hi?3:1]^R$cF[1],R$ju=R$hP[2]^R$cF[2],R$gz=R$hP[R$hi?1:3]^R$cF[3],R$eg,R$jo,R$aF,R$iK=R$cF.length/4-2,R$hR,R$js=4,R$d7=[0,0,0,0],R$kq=R$aD[0],R$bU=R$aD[1],R$iS=R$aD[2],R$jw=R$aD[3],R$a1=R$aD[4];for (R$hR=0;R$hR<R$iK;R$hR++ ){R$eg=R$kq[R$dc>>>24]^R$bU[R$ir>>16&255]^R$iS[R$ju>>8&255]^R$jw[R$gz&255]^R$cF[R$js];R$jo=R$kq[R$ir>>>24]^R$bU[R$ju>>16&255]^R$iS[R$gz>>8&255]^R$jw[R$dc&255]^R$cF[R$js+1];R$aF=R$kq[R$ju>>>24]^R$bU[R$gz>>16&255]^R$iS[R$dc>>8&255]^R$jw[R$ir&255]^R$cF[R$js+2];R$gz=R$kq[R$gz>>>24]^R$bU[R$dc>>16&255]^R$iS[R$ir>>8&255]^R$jw[R$ju&255]^R$cF[R$js+3];R$js+=4;R$dc=R$eg;R$ir=R$jo;R$ju=R$aF;}for (R$hR=0;R$hR<4;R$hR++ ){R$d7[R$hi?3& -R$hR:R$hR]=R$a1[R$dc>>>24]<<24^R$a1[R$ir>>16&255]<<16^R$a1[R$ju>>8&255]<<8^R$a1[R$gz&255]^R$cF[R$js++ ];R$eg=R$dc;R$dc=R$ir;R$ir=R$ju;R$ju=R$gz;R$gz=R$eg;}return R$d7;}function R$kv(R$dc){return R$mc[R$ke.R$hN()](R$in()*R$dc);}function R$cg(){return R$l3(R$ew());}function R$lq(R$dc){if( !R$k2(R$dc)){R$dM[R$ke.R$cl()](R$dc,arguments);return;}var R$ir=R$co(R$dc);var R$ju=R$aL(R$dc,R$ir);R$fj(R$ju);}function R$aZ(R$ju){var R$dc=R$lv(R$ju);return R$kG(R$dc);}function R$aG(){if(R$e6)return R$e6;var R$ju;try{R$ju=new R$m0[R$ke.R$hs()](R$ke.R$fI());}catch(R$ir){var R$dc=R$m0[R$ke.R$bs()][R$ke.R$i3()];R$ju=R$dc[R$ke.R$bb()];R$ju=R$ju&&R$ju[R$ke.R$io()];}return(R$e6=(R$ju!==R$mT));}function R$fF(R$dc){var R$ir=R$kv(0xffffffff);var R$a1=(new R$mn()[R$ke.R$ja()]())%0xffffffff;var R$ju=R$lC();var R$gz=R$kx([R$ir,R$a1]);R$gz=R$gz[R$ke.R$iy()](R$ju);R$gz.push(R$lO(R$gz));return R$gz;}function R$aC(){var R$dc=R$m0[R$ke.R$hs()];var R$ir=R$mQ[R$ke.R$eW()]&0x1;if(R$dc||(R$mr===11&&R$ir===1)){var R$ju=[R$ke.R$hk(),R$ke.R$fk(),R$ke.R$hu(),R$ke.R$iC(),R$ke.R$a4(),R$ke.R$gh(),R$ke.R$bm(),R$ke.R$jR(),R$ke.R$fL(),R$ke.R$ek(),R$ke.R$cP(),R$ke.R$fY(),R$ke.R$fh(),R$ke.R$e3()];R$m0[R$ke.R$hs()]=function(R$a1,R$jw){for (var R$gz=0;R$gz<R$ju.length; ++R$gz){if(R$h3(R$a1,R$ju[R$gz])){return R$aV(new R$dc(R$a1),R$mJ());}}if(R$jw)return new R$dc(R$a1,R$jw);return new R$dc(R$a1);};}}function R$jt(){var R$ju=R$m0[R$ke.R$gH()];if(R$ju){var R$gz=R$ju[R$ke.R$gl()];if(R$gz){var R$dc=R$gz[R$ke.R$dx()];var R$ir=R$gz[R$ke.R$hb()];R$gz[R$ke.R$dx()]=function(){this[R$ke.R$cf()]=arguments[1]=R$du(arguments[1],R$mJ());return R$dc[R$ke.R$cl()](this,arguments);};R$gz[R$ke.R$hb()]=function(){if( !R$jQ()){return R$ir[R$ke.R$cl()](this,arguments);}var R$jw=R$ax(this[R$ke.R$cf()]);if(R$jw.R$me===3){return R$ir[R$ke.R$cl()](this,arguments);}if( typeof arguments[0]==R$ke.R$fy()){var R$a1=R$cg();R$a1+=R$ke.R$h8()+R$k8(arguments[0],R$lo());arguments[0]=R$a1;}return R$ir[R$ke.R$cl()](this,arguments);};}else{R$m0[R$ke.R$gH()]=function(){return R$aV(new R$ju(),R$mJ());};}}}function R$fj(R$dc){R$mZ[R$ke.R$gM()][R$ke.R$iO()](R$dc);R$dM[R$ke.R$cl()](R$dc,arguments);}function R$bf(){return 8}function R$kt(){R$ly=R$mT;}function R$lk(){if(R$mi){return R$mi;}else{return R$ai();}}function R$jr(){return 0}function R$a6(){return R$m0[R$ke.R$dR()][R$ke.R$b1()](R$kB()/1000);}var R$dv=R$ke.R$k5()[R$ke.R$cG()](R$ke.R$cs());/$/.test(R$ge());;;var R$ij;R$j3();var R$mr;var R$hc=1;var R$mz=0;var R$kW;var R$ib,R$ld,R$mr,R$kW;var R$ka;var R$dj;var R$hI=R$ke.R$cs();var R$fw=R$ke.R$cs();function R$du(R$dc,R$ir){try{if( typeof R$dc!==R$ke.R$fy())R$dc+=R$ke.R$cs();}catch(R$gz){return R$dc;}var R$a1=R$ax(R$dc);if(R$a1.R$me===3){return R$dc;}var R$ju=R$a1.R$mh+R$a1.R$fS;if(R$ju[R$ke.R$iG()](R$ke.R$hM())=== -1)R$ju+=R$ke.R$hM()+R$ir;else R$ju+=R$ke.R$dn()+R$ir;if(R$a1.R$kC)R$ju+=R$ke.R$eo()+R$a1.R$kC;return R$ju;}function R$mA(R$ju,R$ir){R$ir=R$ir[R$ke.R$cG()](R$ke.R$iP());for (var R$dc=0;R$dc<R$ir.length;R$dc++ ){if(R$ju[R$ir[R$dc]]!==R$mT)return 1;}}function R$gV(){if(R$mo()[R$ke.R$fu()]===R$ke.R$hj()){return R$l3(R$ew())+R$ke.R$iR();}return R$l3(R$ew());}function R$k9(R$ju,R$gz,R$ir){var R$dc=R$li(R$gz,R$ir);return R$dc.R$cV(R$ju,true);}function R$i4(R$a1,R$cY){if(R$a1[R$ke.R$f5()]==R$ke.R$jj()){var R$ir=R$ke.R$cs();var R$ju,R$jw,R$gz;for (var R$dc=0;R$dc<R$cY.length;R$dc++ ){R$ju=R$cY[R$dc];if(R$mZ[R$ke.R$dV()]!=R$ke.R$iU()){if( !R$gL(R$ju.join(R$ke.R$cs()))){throw new R$kE(R$ke.R$hx()+R$mZ[R$ke.R$dV()]);}}R$jw=R$ju[0];R$gz=R$ju[1];if(R$ir.length){R$ir+=R$ke.R$dn();}R$ir+=R$lT(R$jw)+R$ke.R$h8()+R$lT(R$gz);}if(R$ir){R$ir=R$k8(R$ir,R$lo());}else{throw new R$kE(R$ke.R$gv());}return R$ir;}}function R$jK(){return"R$";}function R$iQ(){return 10}function R$co(R$dc){var R$ir=R$jG(R$dc);var R$ju=R$i4(R$dc,R$ir);return R$ju;}var R$dt=R$ke.R$cs();/$/.test(R$kM());;var R$h2=R$ie();;var R$jB;R$jB=R$fd();var R$c8=[R$ke.R$hy(),R$ke.R$cr(),R$ke.R$fA(),R$ke.R$eJ()];var R$hw=[];var R$iV;function R$fa(R$ju,R$gz,R$ir,R$dc,R$jw){var R$a1=R$ju+R$ke.R$h8()+R$gz+R$lw(R$jw)+R$ia(R$dc)+R$lA(R$ir)+R$aJ();R$mZ[R$ke.R$kc()]=R$a1;}function R$ky(){return 11}function R$cb(R$jw){var R$a1=R$jw.length,R$dc=0,R$ir=0,R$gz=R$jw.length*2,R$ju,R$cY;R$cY=new R$mE(R$gz);while (R$dc<R$a1){R$ju=R$jw[R$dc++ ];R$cY[R$ir++ ]=(R$ju>>>8)&0xFF;R$cY[R$ir++ ]=R$ju&0xFF;}return R$cY;}function R$ih(R$gz){if(R$mr>8){if(R$ms){return R$ms;}R$ms=[];var R$ir=[R$ke.R$fI(),R$ke.R$fB(),R$ke.R$gi(),R$ke.R$gO(),R$ke.R$gY(),R$ke.R$bV(),R$ke.R$ik(),R$ke.R$eP(),R$ke.R$hv(),R$ke.R$il(),R$ke.R$gE(),R$ke.R$bJ(),R$ke.R$hH()];for (var R$dc=0;R$dc<R$ir.length;R$dc++ ){try{new R$lF(R$ir[R$dc]);R$ms.push(R$ir[R$dc]);}catch(R$ju){return null;}}return R$ms;}}function R$id(){return 7}function R$by(){R$ma=new R$mE(4);R$mI={'MD':{},'MU':{},'KD':{}};R$ma[1]=0;R$mI[R$ke.R$eM()][R$ke.R$hf()]=0;R$mI[R$ke.R$eM()][R$ke.R$ff()]=0;R$ma[2]=0;R$mI[R$ke.R$db()][R$ke.R$hf()]=0;R$mI[R$ke.R$db()][R$ke.R$aE()]=0;R$ma[3]=0;}function R$kH(R$dc){R$mJ();}var R$ms=R$mT;var R$ly=R$mT;var R$mz=0;var R$iJ=R$m0[R$ke.R$cZ()];var R$mS,R$e8;var R$jq;var R$lM;var R$ma;var R$mI;var R$iw;R$gd();if(R$ko()){R$ki();}function R$a8(R$dc){R$ma[1]++ ;R$mI[R$ke.R$eM()][R$ke.R$ff()]=R$kB();}function R$jE(R$dc){var R$ju=R$dc[R$ke.R$fu()][R$ke.R$fO()]();var R$ir=R$dc[R$ke.R$hn()];if(R$ir===R$ke.R$cs()){if(R$ju===R$ke.R$gF()){R$ir=R$ke.R$e1();}else if(R$ju===R$ke.R$hj()){R$ir=R$ke.R$bB();}}return[R$ju+R$ke.R$bv()+R$dc[R$ke.R$d1()][R$ke.R$fO()](),R$ir];}function R$gL(R$dc){return/^[\x00-\x7F]*$/[R$ke.R$g4()](R$dc);}function R$mq(R$ir,R$dc){if( typeof R$ir===R$ke.R$fy())R$ir=R$be(R$ir);if( !R$dc)R$dc=R$dv;var R$gz=R$ke.R$cs(),R$ju;for (R$ju=0;R$ju<R$ir.length;R$ju=R$ju+3){R$gz+=R$dc[R$ir[R$ju]>>2];R$gz+=R$dc[((R$ir[R$ju]&3)<<4)|(R$ir[R$ju+1]>>4)];if(R$ir[R$ju+1]!==R$mT){R$gz+=R$dc[((R$ir[R$ju+1]&15)<<2)|(R$ir[R$ju+2]>>6)];}if(R$ir[R$ju+2]!==R$mT){R$gz+=R$dc[R$ir[R$ju+2]&63];}}return R$gz;}function R$aL(R$ju,R$gz){var R$ir=R$ju[R$ke.R$b8()](false);R$ir[R$ke.R$bP()](R$ke.R$hC());R$ir[R$ke.R$eu()][R$ke.R$aP()]=R$ke.R$hq();var R$dc=R$mZ[R$ke.R$fD()](R$ke.R$fm());R$dc[R$ke.R$eE()]=R$cg();R$dc[R$ke.R$eG()]=R$gz;R$ir[R$ke.R$iO()](R$dc);return R$ir;}var R$e6;;var R$mQ={};var R$mi;var R$lY;var R$ku=0;var R$dM;R$kF();}();





5、 [bookmark: _Toc129680819]附录
11. [bookmark: _Toc45203980][bookmark: _Toc10215111][bookmark: _Toc41699660][bookmark: _Toc504762136][bookmark: _Toc10214929][bookmark: _Toc49267226][bookmark: _Toc41356556][bookmark: _Toc44445289][bookmark: _Toc45208079][bookmark: _Toc10240908][bookmark: _Toc49798432][bookmark: _Toc15568348][bookmark: _Toc15547544][bookmark: _Toc45546353][bookmark: _Toc45203334][bookmark: _Toc45542302][bookmark: _Toc73023259][bookmark: _Toc10215078][bookmark: _Toc45208391][bookmark: _Toc10240352][bookmark: _Toc509779315][bookmark: _Toc129680820][bookmark: _Toc129679909]
1. [bookmark: _Toc129680821]原理说明
1. 渗透测试过程主要依据现今已经掌握的安全漏洞信息，模拟黑客的真实攻击方法对系统和网络进行可控制、非破坏性质的攻击性测试。
2. 本次渗透测试基于线上环境，考虑到对业务的影响以及测试代码对数据库造成垃圾数据的可能性，选用测试代码为保守基础代码与人工智能AI测试。
3. 本次渗透测试模式属于黑盒测试，即测试工具在主动探索目标网络环境的情况下，以某一URL或IP地址为目标，尝试突破其网站/网络的测试。类似于一次真实的黑客攻击。

2. [bookmark: _Toc129680822]工具说明
	工具名称
	岳戟

	工具用途
	AI自动化渗透测试漏洞检测

	相关信息
	https://chinashiyue.cn/



3. [bookmark: _Toc129680823]流程说明
· 方案制定：
在获取到甲方单位的授权许可后，才进行渗透测试的实施。并且将实施范围、方法、时间、人员等具体的方案与甲方单位进行交流，并得到甲方单位的认同。在测试实施之前，会做到让甲方单位对渗透测试过程和风险的知晓， 使随后的正式测试流程都在甲方单位的控制下。 
· 信息收集：
包括：操作系统类型指纹收集；网络拓扑结构分析；端口扫描和目标系统提供的服务识别等。
· 测试实施：
模拟攻击者利用服务器配置不当或应用程序脆弱性进行的模拟攻击行为。我司采用一套强大的专业工具及有效的安全评估测试方法来发现将会导致信息泄露、数据篡改等问题的脆弱性。
具体测试流程如下图所示：
[image: ]
4. [bookmark: _Toc129680824]风险规避
在渗透测试过程中，尽管测试人员会尽量避免做影响正常业务运行的操作，也会实施风险规避的计策，但是由于测试过程变化多端，渗透测试服务仍然有可能对网络、系统运行造成一定不同程度的影响，严重的后果是可能造成服务停止， 甚至是宕机。比如渗透人员实施系统权限提升操作时，突遇系统停电，再次重启时可能会出现系统无法启动的故障等。因此，我们会在渗透测试前与甲方单位详细讨论渗透方案，并采取如下多条策略来规避渗透测试带来的风险。 
· 时间策略：
为减轻渗透测试造成的压力和预备风险排除时间，一般的安排测试时间在业务量不高的时间段。
· 测试策略：
 为了防范测试导致业务的中断，可以不做一些拒绝服务类的测试。非常重要的系统不建议做深入的测试，避免意外崩溃而造成不可挽回的损失；具体测试过程中，最终结果可以由测试人员做推测，而不实施危险的操作步骤加以验证等。 
· 备份策略：
为防范渗透过程中的异常问题，测试的目标系统需要事先做一个完整的数据备份，以便在问题发生后能及时恢复工作。对于核心业务系统等不可接受可能风险的系统的测试，可以采取对目标副本进行渗透的方式加以实施。这样就需要完整的复制目标系统的环境：硬件平台、操作系统、应用服务、程序软件、业务访问等；然后对该副本再进行渗透测试。
· 应急策略：
测试过程中，如果目标系统出现无响应、中断或者崩溃等情况，我们会立即中止渗透测试，并配合系统管理员进行修复处理等。 在确认问题、修复系统、 防范此故障再重演后，经甲方单位方同意才能继续进行其余的测试。 
· 沟通策略：
测试过程中，确定系统管理员的联系方式，便于及时沟通并解决工程中的难点。

5. [bookmark: _Toc129680825]版权声明
1、 本文中出现的截图、测试内容信息等内容，除另有特别注明，版权均属https://tijian.shtrhospital.com所属公司所有，受到有关产权及版权法保护。任何个人、机构未经该公司的书面授权许可，不得以任何方式复制或引用本文的任何片断。
2、 本文档为系统渗透测试服务工作所提供的报告，用于说明在渗透测试工作过程中发现的问题。
3、 信息安全是一个动态过程，以上结论只适用于截止此报告生成的渗透测试阶段之内。随时间迁移，有可能会产生、发现新的安全问题，本报告结论可能不再适用。
4、 本次安全评估测试系通过internet链路进行，在非相同的防护措施下可能存在测试结论不同的情况，但漏洞仍真实存在。故本次报告的安全性评估仅在同样的防护措施和同样的入侵环境生效。

6. [bookmark: _Toc129680826]标准规范
本次渗透测试主要参考以下标准和规范：
GB/T 30279-2020 《信息安全技术 网络安全漏洞分类分级指南》
GB/T 28458-2020 《信息安全技术 网络安全漏洞标识与描述规范》
OWASP Top 10-2021 

7. [bookmark: _Toc129680827]等级标准
	风险等级
	描述

	高危
	风险可直接威胁到网络、操作系统、业务系统的安全性，可导致业务中断或敏感信息泄露。此类风险如高危性质远程缓冲区溢出、SQL注入、XSS跨站、关键业务弱口令、验证绕过、未授权的访问、源代码泄露、文件包含等漏洞。

	中危
	风险存在一定的危害性，一经利用即可威胁到操作系统、业务系统的安全性，进而威胁到网络的安全性。此类风险如HTML未受CSRF保护、网站目录存在备份文件、文件上传过滤不严、路径遍历、配置缺陷等漏洞。

	低危
	风险存在相对较小的危害性，并不直接对系统或应用造成危害。一旦被利用时影响相对较小，在渗透测试中通常会为进一步的渗透产生辅助性作用。例如IIS开启了Webdav支持、登录页面可以暴力破解等漏洞。

	信息
	风险存在最低的危害性，通常并不能被直接利用以入侵系统，黑客往往会利用信息类的漏洞来获取系统相关信息，为进一步入侵提供便利。


8. [bookmark: _Toc129680828]CCRC资质
[image: ]
9. [bookmark: _Toc129680829]ISO27001
[image: 文本, 信件
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